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Netem use cases
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XnetEm CLI

# tc qdisc add dev eth0 root netem \

    loss random 3% .25

# xnetem eth0 loss random 3% .25



  

Random
Anyone who attempts to generate random numbers by deterministic means is, of 
course, living in a state of sin. John von Neumann



  

Scaling Random Numbers

RANDOM32 = 0.. 4294967295

100% =  4294967295

1% = 42949672



  

int xdp_loss_random_prog(struct xdp_md *ctx)

{

  int key = 0;

  u32 *val = bpf_map_lookup_elem(&options, &key);

  u32 prob = val ? *val : 0;

  int rc;

  if (prob >= bpf_get_prandom_u32())

    rc = XDP_DROP;

  else

    rc = XDP_PASS;

  return rc;

}



  

General Intuitive Model
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4 State Loss model

   4 
(loss)

   1 
 (ok)

   3 
(loss)

   2 
 (ok)

p14 p13 p32

1 p31
p23

1-p23

1-p31-p321-p13-p14

GOOD BAD



  



  

int xdp_corrupt_prog(struct xdp_md *ctx)

{

  int key = 0;

  u32 *val = bpf_map_lookup_elem(&options, &key);

  u32 prob = val ? *val : 0;

  int rc;

  if (prob >= bpf_get_prandom_u32()) {

    u32 rnd = bpf_get_prandom_u32();

    u32 len = data_end - data;

    u32 offs = (rnd >> 3) % len;

    u8 mask = 1u << (rnd & 7);

    data[offs] ^= mask;

  }

  return XDP_PASS;

}



  



  

XNetEm Report card

Status Issues

Loss POC

Corruption POC

Combined 1.1?

Policing 1.1? Two color?

Explicit Congestion 
Notification

1.1?

Delay ? Defer and timers

Reordering ? Needs delay

Duplication ? Not work conserving



  

Two Color Policing



  

Delay



  

Future



  

If we build it, they will come



  

Thank 
you
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