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1. Brief Introduction

1. What is the AF_XDP?
a. 4 queues pointing to UMEM serves TX/RX 

path
b. bypass kernel technology

2. Known practices in production
a. mtcp: A Userspace Transport Stack Doesn't 

Have to Mean Losing Linux Processing
b. Alibaba: libxudp

3. References
a. Accelerating networking with AF_XDP

Figure 1: mTCP/AF XDP architecture

https://ieeexplore.ieee.org/document/9289867
https://ieeexplore.ieee.org/document/9289867
https://gitee.com/anolis/libxudp
https://lwn.net/Articles/750845/


2. Copy Mode

1. Applicable Scenarios
a. veth
b. virtio_net
c. some NICs that don’t support ZC mode so far.

i. More interesting implementations about how to support in a easier/efficient way will be 
discussed in XDP workshop. Stay tuned!



3. Performance Optimization

1. net: xsk: introduce XDP_MAX_TX_SKB_BUDGET 
setsockopt

a. The tunable value allows the maximum 
number of descriptors in tx queue to be sent 
in one send syscall. 

b. Prior value (TX_BATCH_SIZE) is 32 which 
led to excessive -EAGAIN returns that 
accounts for over 30% of total events. The 
initial value is 32. Incredible!

c. In production, we observed a ~10% 
performance increase and a ~10% cpu% 
decrease after tuning it to 256.

d. Usage
i. setsockopt(...XDP_MAX_TX_SKB_B

UDGET…)

https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8


3. Performance Optimization

1. net: xsk: introduce XDP_MAX_TX_SKB_BUDGET 
setsockopt

2. xsk: use a smaller new lock for shared pool case
a. Split cq_lock into two smaller locks: cq_prod_lock 

and cq_cached_prod_lock
b. The core idea is to avoid frequently turning on/off 

irq in the hot path that is xsk_cq_reserve_locked()
c. It yields a ~5% performance gain.

https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=30ed05adca4a


3. Performance Optimization

1. net: xsk: introduce XDP_MAX_TX_SKB_BUDGET 
setsockopt

2. xsk: use a smaller new lock for shared pool case
3. xsk: add indirect call for xsk_destruct_skb

a. Add an indirect call for xsk
b. The patch is inspired by Eric’s optimization in 

UDP to minimize the impact of mitigation
c. The performance number varies from 1%-2%

https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=30ed05adca4a
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8da7bea7db69


3. Performance Optimization

1. net: xsk: introduce XDP_MAX_TX_SKB_BUDGET 
setsockopt

2. xsk: use a smaller new lock for shared pool case
3. xsk: add indirect call for xsk_destruct_skb
4. xsk: move cq_cached_prod_lock to avoid touching a 

cacheline in sending path
a. move the position to avoid touch/write pool 

structure which brings performance affect.
b. The idea is to avoid writing the structure that is 

mostly read-only.
c. It improves a bit performance.

https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=30ed05adca4a
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8da7bea7db69
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=a2cb2e23b2bc
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=a2cb2e23b2bc


3. Performance Optimization

1. net: xsk: introduce XDP_MAX_TX_SKB_BUDGET 
setsockopt

2. xsk: use a smaller new lock for shared pool case
3. xsk: add indirect call for xsk_destruct_skb
4. xsk: move cq_cached_prod_lock to avoid touching a 

cacheline in sending path
5. net: advance skb_defer_disable_key check in 

napi_consume_skb
a. net.core.skb_defer_max = 128
b. net: add skb_defer_disable_key static key  

adds a static key to solve the performance 
regression of net: fix napi_consume_skb() with 
alien skbs. The idea is to not to free the skb on 
the cpu where it’s allocated, but to free it on 
the current skb when the sysctl knob is set to 
0.

c. This patch avoid a second irq 
disabling/enabling operation.

https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=30ed05adca4a
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8da7bea7db69
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=a2cb2e23b2bc
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=a2cb2e23b2bc
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8a4e3ab61d49
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8a4e3ab61d49
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=08dc30de1a4
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=e20dfbad8aa
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=e20dfbad8aa


3. Performance Optimization

1. net: xsk: introduce XDP_MAX_TX_SKB_BUDGET setsockopt
2. xsk: use a smaller new lock for shared pool case
3. xsk: add indirect call for xsk_destruct_skb
4. xsk: move cq_cached_prod_lock to avoid touching a cacheline in 

sending path
5. net: advance skb_defer_disable_key check in napi_consume_skb
6. settings:

a. net.core.skb_defer_max = 0
b. setsockopt(...SO_SNDBUF…)
c. grubby --update-kernel /boot/vmlinuz-xxx 

--args="mitigations=off"
d. ethtool -G eth1 tx [value]
e. taskset to set cpus (to use the same numa to send data)

https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=45e359be1ce8
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=30ed05adca4a
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8da7bea7db69
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=a2cb2e23b2bc
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=a2cb2e23b2bc
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8a4e3ab61d49


4. Batch Xmit

1. batch idea
a. xsk: batch xmit in copy mode
b. It’s mostly inspired from GSO/GRO

https://lore.kernel.org/all/20260415082654.21026-1-kerneljasonxing@gmail.com/#t


4. Batch Xmit

1. AF_PACKET(1)
a. AF_XDP is derived from tpacket v3 which at that 

point was called tpacket v4.
b. packet_snd is more complicated than 

xsk_generic_xmit() which can be proved in the 
benchmark data.

c. References:
i. rfc Introducing AF_XDP support
ii. v2 Introducing AF_XDP support
iii. v3 Introducing AF_XDP support
iv. Documentation/networking/packet_mma

p.txt

Figure 1: tpacket send path

https://lore.kernel.org/all/20171031124145.9667-1-bjorn.topel@gmail.com/
https://lore.kernel.org/all/20180131135356.19134-1-bjorn.topel@gmail.com/
https://lore.kernel.org/all/20180427121728.18512-1-bjorn.topel@gmail.com/
https://lore.kernel.org/all/20180502110136.3738-1-bjorn.topel@gmail.com/
https://www.kernel.org/doc/Documentation/networking/packet_mmap.txt
https://www.kernel.org/doc/Documentation/networking/packet_mmap.txt


4. Batch Xmit

1. AF_PACKET(2)
a. tpacket v3 test

i. send 1 packet at one time: 74w pps
ii. send 1 packet at one time with qdisc bypass: 

110w pps
iii. send 64 packets in batch with qdisc bypass: 

155w pps
b. af_xdp test

i. send 64 packets in batch (qdisc bypass): 180w 
pps

Figure 1: how batch xmit works in benchmark

Figure 2: test results



4. Batch Xmit

1. allocating skbs in batch
a. xsk: add xsk_alloc_batch_skb() to build skbs in 

batch
b. Four steps

i. bulk allocation of skbs
ii. for loop to init skbs
iii. for loop to use the old build interface to 

complete the xsk style initialization
iv. for loop to clean up skbs if needed

Figure 4: reclaim

Figure 1: allocate

Figure 2: init

Figure 3: build

Figure 5: perf output

https://lore.kernel.org/all/20260415082654.21026-4-kerneljasonxing@gmail.com/
https://lore.kernel.org/all/20260415082654.21026-4-kerneljasonxing@gmail.com/


4. Batch Xmit

1. small data transmission(1)
a. xsk: cache data buffers to avoid frequently 

calling kmalloc_reserve
b. kmalloc_reserve() consuming 40% cycles is 

a bit heavy, which was observed.
c. The goal is take the fast path in 

kmalloc_reserve() out and allocate ‘data’ in 
batch.

Figure 1: small memory allocation in kmalloc_reserve

https://lore.kernel.org/all/20260415082654.21026-5-kerneljasonxing@gmail.com/
https://lore.kernel.org/all/20260415082654.21026-5-kerneljasonxing@gmail.com/


4. Batch Xmit

1. small data transmission(2)
a. xsk: cache data buffers to avoid frequently 

calling kmalloc_reserve
b. kmalloc_reserve() consuming 40% cycles is 

a bit heavy, which was observed.
c. The goal is take the fast path in 

kmalloc_reserve() out and allocate ‘data’ in 
batch.

d. Three steps
i. dc_count = batch value
ii. allocate/cache dc_count skbs
iii. use the cached skb

e. It improves ~10% overall performance in 
small packet transmission

https://lore.kernel.org/all/20260415082654.21026-5-kerneljasonxing@gmail.com/
https://lore.kernel.org/all/20260415082654.21026-5-kerneljasonxing@gmail.com/


4. Batch Xmit

1. netdev_start_xmit in batch
a. xsk: add direct xmit in batch function
b. I was inspired by this patch, then I tried to make 

everything in batch which is now how the whole 
series looks like.

c. Previously, when a skb is sent, we need to turn 
on/turn off the irq and also lock/unlock the TX 
LOCK, which is unnecessary.

https://lore.kernel.org/all/20260415082654.21026-6-kerneljasonxing@gmail.com/


4. Batch Xmit

1. reduce hardware doorbells
a. xsk: support dynamic xmit.more control 

for batch xmit
b. This is suggested by Jesper
c. The core idea is to minimize the times of 

kicking the hardware doorbell, which 
minimize the irq counts.

d. It gives us a 26% performance increase.

https://lore.kernel.org/all/20260415082654.21026-7-kerneljasonxing@gmail.com/
https://lore.kernel.org/all/20260415082654.21026-7-kerneljasonxing@gmail.com/


4. Batch Xmit

1. skip unnecessary validation
a. xsk: try to skip validating skb list in xmit path
b. I attempted to remove the whole function but I 

failed, which was pointed out by Paolo
i. xsk: skip validating skb list in xmit path
ii. The SG caes is inevitable, so I add the 

exception in xmit path.
c. The performance goes up by ~5%.

https://lore.kernel.org/all/20260415082654.21026-8-kerneljasonxing@gmail.com/
https://lore.kernel.org/all/20251125115754.46793-1-kerneljasonxing@gmail.com/


4. Batch Xmit

1. generic main batch logic
a. xsk: support batch xmit main logic
b. All in batch

i. peek nb_descs descriptors in tx queue
ii. reserve nb_descs slots in completion queue
iii. read nb_descs descriptors in tx queue
iv. allocate nb_pkts packets

1. nb_pkts <= nb_descs
2. skbs is put in the send_queue

v. send packets to the driver

https://lore.kernel.org/all/20260415082654.21026-12-kerneljasonxing@gmail.com/


4. Batch Xmit

1. reorganize the hot structure
a. xsk: separate read-mostly and 

write-heavy fields in xsk_buff_pool
b. In LPC 2025 (Japan), Paolo suggested 

me to use perf c2c to find the hot spot of 
the structures in xsk. It turned out there 
is one outstanding spot!

c. Reorganize them into two types: tx and 
rx. Now the only one hot spot is gone.

d. This reorganization improves overall 
performance by 5-6%.

https://lore.kernel.org/all/20260415082654.21026-13-kerneljasonxing@gmail.com/
https://lore.kernel.org/all/20260415082654.21026-13-kerneljasonxing@gmail.com/


4. Batch Xmit

1. misc minor changes
a. xsk: optimize xsk_build_skb for batch 

copy-mode fast path
b. changes

i. Replace skb_store_bits with 
memcpy

ii. prefetch

https://lore.kernel.org/all/20260415082654.21026-15-kerneljasonxing@gmail.com/#t
https://lore.kernel.org/all/20260415082654.21026-15-kerneljasonxing@gmail.com/#t


5. “Issues”?

1. Performance wise
a. unavoidable xsk_generic_xmit_cache() which is designed to solve multi-buffer issue

2. Maintenance wise
a. multi-buffer has already messed up the core sending path:

i. [PATCH net 0/7] xsk: fix AF_XDP multi-buffer Tx descriptor reclaim
ii. xsk: cache csum_start/csum_offset to fix TOCTOU in xsk_skb_metadata()
iii. xsk: fix u64 descriptor address truncation on 32-bit architectures
iv. xsk: fix xsk_addrs slab leak on multi-buffer error path
v. xsk: avoid skb leak in XDP_TX_METADATA case

vi. xsk: prevent CQ desync when freeing half-built skbs in xsk_build_skb()
vii. xsk: fix use-after-free of xs->skb in xsk_build_skb() free_err path
viii. xsk: handle NULL dereference of the skb without frags issue
ix. xsk: free the skb when hitting the upper bound MAX_SKB_FRAGS
x. xsk: reject sw-csum UMEM binding to IFF_TX_SKB_NO_LINEAR devices
xi. net: advance skb_defer_disable_key check in napi_consume_skb
xii. …

3. Leave all the discussion in XDP workshop?

https://lore.kernel.org/all/20260623133240.1048434-1-maciej.fijalkowski@intel.com/
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=22ba97ea9cc1
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=203cee647f55
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=e0f229025a8e
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8c2cff50afdd
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=3dec153ae484
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=0f3776583d28
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8cd3c1c6e7d9
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=0bb7a9caf5c1
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=d73a9a63f9f7
https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net-next.git/commit/?id=8a4e3ab61d49


Thank you!


